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pvw-3rcx
HAT) w2 & A TH ek T M R
‘E, Ay > J‘:
CNVD-2022 | Google _Tenszr{lz‘{lt;)vliv::‘.ke“rail = ;Ttpsj;g?tsfiifiensorﬂow/tensorfl
87236 0sses.poisson 21X i it i ow/security/advisories/ GHSA-8fvv-4
6hw-vpg3
H AT R A Tk T M R
CNVD-2022 | JetBrains Hub Vil 4& 4% | T, AT SRR :
-87259 bR ™ https://www.jetbrains.com/privacy-se
curity/issues-fixed
H AT R A Tk T M R
CNVD.-2022 Google Ten_sorl_:Iow tf.raw_op N R %I\_sz‘cﬂlféﬁ?ﬁz
8758 s.ImageProjectiveTransformV | /&5 https://github.com/tensorflow/tensorfl

2 G2 X i th I

ow/security/advisories/ GHSA-54pp-c
6pp-7fpx

/NG K, Siemens 77 R EE AT AE 2 AN, B TR IR AR R & AR 4
RS, EMRTHEFER) B R SCrhHATAS . A, Oracle. IBM. Adobe 2522 3577 Sl 1%
FTAFAE 2 AR, Yo 307 R B JR A S 8506t Java VM BT 1 18] B0 (1) T- 453 AT R 42 BT
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TEELTT ), AR v B U A R, Geid e AT B W E O B EEE 4IRS, IR EETH LR,
TER G EPATRAL BT BN AR T 333555 . 534, WordPress Read more By Adam # 4% #&
FEAE 5 317 SR D I IR o SOk 2 ) R IR TR O 1 0 0 SR 15 9 2 35 3 s el AT U
BRI DG P B DG R T R 00, KRB AN T B T %

l < A B B TR B e 1 O

AR, CNVD @iE=E R LT B A T B S e 1% 5 .
1. ZKTeco ZKBioSecurity SQL {EAJRIA

Lrall 5%

ZKTeco ZKBioSecurity & [E ZKTeco 2 & ff]— /N ET Web (— 14k F &

ZKteco ZKBioSecurity V5000 4.1.3 fRAAAAE SQL yENIRI, ZIwiHJR T 2144 /bas
eOpLog.do /b X} #MERE A SQL B A IIEGIE, Bt m I FH I A SR e RS 2

BEE R

POC ##%: https://medium.com/stolabs/cve-2022-36635-a-sql-injection-in-zksecuritybi
0-to-rce-c5bde2962d47

SR hitps://www.cnvd.org.cn/flaw/show/CNVD-2022-87368

By

W= HARHRA

TE: BLER 7 E(772) ATaE AR it (R T I 15 A X1 670
HIBTIELAE, SRR TF BT T
l 2% J I T 2 T

1. Samba RAiZ&EH UBHIENZ2TRR

Samba U AATHAT S LME R 2 AN, W s A X LR, Bt ] RE s
HI5Z S R Gt Samba A23& AT Linux. Unix F1 macOS #1E & 4t 5 Windows .
BB, ATIREECHEIRSS 2% . $TEDFN Active Directory AR %5 -

SEHER: https://thehackernews.com/2022/12/samba-issues-security-updates-to-patch.html
2. VMware 88 7 ESXi 1 vRealize &4 IKiH

VMware KA 1 24858, PAREREZI ESXi. Workstation. Fusion 1 Cloud Found
ation FI™ HE IR, LSS vRealize Network Insight 2 VE NI .

SHEERE: https://www.bleepingcomputer.com/news/security/vmware-fixes-critical-esxi-an

d-vrealize-security-flaws/
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https://www.bleepingcomputer.com/news/security/vmware-fixes-critical-esxi-and-vrealize-security-flaws/
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[E 7 {5 B % 4 JWiA L 5=F 4 (China National Vulnerability Database, f&iifx CNVD)
JEHl CNCERT X & HHNEZEERG LI BB FEIZER. W) ™. W
e AP0 EL B X i M 2 37 P 1 K P 4 2 4 Yl T I, B0 TS B R G — W15 B 22 AT IR
KA WAk, TSN SR R
*XF CNCERT

SR VSR 28 B S B AR AR BB A A0 CRATRR B K BRI R, B ™, e ST R
/& CNCERT & CNCERT/CC) , & LT 2002 4£ 9 H, NIAEBUMAEE R M4 2 A H AR
Hly, SRR E AL 4 B A BEAR 2R b ) 2 Sk B

YENE FRRZH 0, CNCERT M EZHRTT 2 MR FRRIRBT . el R PRk
WL, SRR H 7Y, JT e TR N 28 22 AR TR « B, TOUE A0 il Ak B 55
TAE, 4P EFAILHENZ 4, (REEEAE B EEZE B RGN ZeieT.
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